EU4DigitalUA

Date: January 30&31, 2024
Venue: Cervantes Institute, Warsaw, Poland. Hybrid forum

Cyber resilience in the modern world.
Lessons learned from Ukraine.

Tuesday 30 January

8:00-9:00 Registration

9:00-9:45 Opening plenary: Cyber diplomacy and fostering global cooperation
for cybersecurity in an evolving geopolitical landscape

Key focus: As our world becomes increasingly interconnected, the need for a united front
against cyber threats has never been more pressing. This panel discussion will focus on the
proactive role that the democratic world can play in deterring hackers through collaboration
and mutual development.

Mr. Agustin Anguera, Chargé d "Affaires of the Embassy of Spain in Poland Mr.
Mykhailo Fedorov, Vice Prime Minister for Innovations, Development of
Education, Science & Technologies — Minister of Digital Transformation of Ukraine
(video_message)

Mr. Anton Demokhin, Deputy Minister, Ministry of Foreign Affairs of Ukraine Ms.
Mr. Yurii Myronenko, Chairman of the SSSCIP (video message)
Mr. Asier Santillan, Head of Unit, European Union Delegation to Ukraine
Mr. Luis Jiménez, Sub director CCN-CNI of Spain (video message)

Moderator: Ms. Maria Gaston Betran, Technical Institutional Coordinator
of EU4DigitalUA

9:45-10:20 | Key-note speech: Resilience during cyber warfare

Key focus: In our keynote speech, we will delve into the dynamic landscape of cyber
warfare and spotlight key trends that have emerged during the inaugural global cyber
conflict. A primary focus of this address will be an in-depth examination of Ukraine's
remarkable resilience amidst escalating cyberattacks on its critical infrastructure, shedding
light on the strategies and factors that contributed to its strength in the face of adversity.

Mr. Illia Vitiuk, Head of the Cybersecurity Department of SSU (online)

Ms. Natalia Tkachuk, Head of the Information and Cyber Security Directorate at
the Office of the National Security and Defense Council of Ukraine (online)
10:20-11:00 | Coffee break

11:00-12:30 | Panel 1: Harmonising horizons: navigating ethics, regulation and
legislation in Ukraine’s technical standards landscape

Key focus: As the global technological landscape continues to evolve, the intersection of

ethics, regulation, and legislation becomes paramount in ensuring a responsible and secure
digital future. This panel discussion delves into the pivotal theme of "Harmonisation of
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Ukraine's Legislation in the Field of Technical Standards with European Union Law," with a
primary focus on transposing NIS2 (Network and Information Systems) measures into

national laws.

Mr. Miguel Gonzalez Sancho, Head of Unit. Digital Society, Trust and
Cybersecurity, European Commission, CNECT H.1. (online)

Mr. Oleksander Fedienko, People's Deputy of Ukraine of the Sth convocation,
expert on cyber security, telecommunications, IT technologies and information
security

Mr Evangelos Ouzounis, Head of Policy Development and Implementation Unit,
ENISA (online)

Mr. Leandro Gobierno, Deputy Head of OCC, Ministry of Interior Affairs leader
Mr. Danylo Mialkovskyi, Director of the Cybersecurity Department of the
Administration of the SSSCIP

Mr. Hannes Astok, Executive Director, EGA, Estonia

Moderator: Representative of CCN-CNI of Spain

12:30-14:00

Panel 2: Critical infrastructure protection in cyber domain: lessons

from the winter with the blackout threats

Key focus: In an era where digital systems have become indispensable for many sectors of
the economy, the recent winter blackout threats serve as a stark reminder of the vulnerability
of critical infrastructure to cyber threats. This panel discussion will delve into the multifaceted
challenges of protecting vital systems that control factories, power grids and other critical
infrastructures. The key focus will centre the understanding that cybersecurity is far more
complex than installing a new antivirus program, as it is needed to analyse the
interdependence of critical infrastructure systems and the potential domino effect of a cyber
attack, and outline the best practices for incident response planning and coordination.

Mr. José Luis Pérez Pajuelo, Director of CNPIC

Ms. Oleksandra Azarkhina, Deputy Minister of Development of Communities,
Territories and Infrastructure of Ukraine (online)

Mr. Oleksandr Potii, Deputy Chairman of the SSSCIP

Mr. Vasyl Ananyev, Representative of the Department of Critical Infrastructure
Protection of the Administration of the SSSCIP

Ms. Mari Pedak, Team Leader of EU4DigitalUA and DT4EU, EGA, Estonia

Moderator: Ms. Nataliia Pinchuk, cofounder think tank ICE Task Force

14:00-15:00

Lunch

15:00-15:40

Key-note speech: Public private partnerships among SOCs
Key focus: presentation of the experience in PPP among national SOCs. Introduction of this
cooperation model and lessons learned from a European perspective

Representative of CCN-CNI of Spain
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15:40-17:10

Panel 3: Strengthening international security and emergency
response cooperation: lessons learned and future perspectives for
enhanced preparedness in Europe

Key focus: In an interconnected world facing evolving threats, international collaboration
is crucial for effective security and emergency response. This panel discussion aims to delve
into the lessons learned from past experiences, emphasising their relevance in enhancing
emergency preparedness development in the region and throughout Europe.

Ms. Yevheniia Nakonechna, Head of CERT-UA

Mr. Maciej Siciarek, Director CSIRT NASK

Mr. Carlos Cordoba, Representative of CCN-CERT of Spain

Ms. Patricia Soler, Section Chief for JCDC International (CISA) (online)

Mr. Ivan Kalabashkin, Deputy Head of the Cybersecurity Department of the SSU
Mr. Volodymyr Kryvolapov, Deputy head of the Cyber Police Department of the
National Police of Ukraine

Moderator: Mr. Oleksandr Ryzhenko, EU4DigitalUA, FIIAPP

17:10-17:40

Closing remarks
Vision and key elements of further development of cyber defence of
Ukraine and the future international collaboration

Mr. Oleksandr Potii, Deputy Chairman of the SSSCIP
Mr. Carlos Cordoba, Deputy Director of Cybersecurity CCN-CNI of Spain

19:00 Networking dinner at Polonia Palace hotel

Wednesday 31 January

09:30-11:00

Panel 4: Education and labour market. Challenges for people

capacity building and ways to find best talents for cyber protection
Key focus: In an era dominated by digital advancements, the intersection of education and
the labour market is crucial, especially in the realm of cybersecurity. As cyber threats
continue to evolve, the demand for skilled professionals in cyber protection is on the rise.
This panel discussion aims to explore the challenges associated with capacity building for
cybersecurity and strategies to identify and nurture top talents in this field. Specifically, the
focus will be on fostering multi-stakeholder cooperation to enhance cybersecurity skills
development programs within the European Union (EU) and Ukraine.

Mr. Oleksandr Potii, Deputy Chairman of the SSSCIP

Mr. Fernando de Pablo, Director of Digital Office, Madrid City Council

Mr. Félix Barrio, Director of INCIBE, Spain

Mr. Raphael Pfautsch, Head of Project Partnership for Strengthening
Cybersecurity of GIZ, Germany
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Mr. Roman Proskurovskii, Deputy Head of the Cyber Defense Center of the
National Bank of Ukraine

Mr. Vladyslav Hol, Head of Educational Department of Institute of Special
Communications and Information Protection of NTUU "Ihor Sikorskyi Kyiv
Polytechnic Institute"

Moderator: Ms. Merle Maigre, Head of Cybersecurity Competence Center, EGA

11:00-11:30

Coffee break

11:00-12:30

Panel 5: Safeguarding economic prosperity: Investing in cyber

Research and Development

Key focus: As we navigate an era where economic prosperity is intricately linked to the
robustness of our cyber defences, this panel seeks to shed light on the critical need for
strategic investments in cybersecurity R&D. By fostering collaboration, implementing
effective policy frameworks, and prioritising innovation, we can safeguard our economies
from the ever-evolving cyber threats and ensure a resilient and prosperous future.

Mr. Miguel Angel Cainada, Head National Coordination Centre, INCIBE
Mr. Jorge Uya, Chief Operating Officer, Innotec Security, part of Accenture
Mr. Valerii Fishchuk, Chief technology advisor, USAID

Mr. Igor Lukic Nikolic, cybersecurity specialist, CSA

Mr. Andrew Lee, ESET

Moderator: Mr. Georgii Dubinskyi, Deputy Minister of Digital Transformation
of Ukraine

13:00-13:30

Closing remarks
Vision and key elements of further development of cyber defence of
Ukraine and the future international collaboration

Mr. Oleksandr Potii, Deputy Chairman of the SSSCIP
Mr. Félix Barrio, Director of INCIBE, Spain

13:30-14:30

Lunch

Bilateral meetings SSSCIP — EU4DigitalUA — CCN (14:30 — 17:30h)
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